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VMWARE CLOUD
FOUNDATION: PLANNING,
MANAGEMENT,
OPERATIONS [V4.3]

Course Level:

Course Duration:

This five-day VMware Cloud Foundation: Planning, Management,
Operations [V4.3] training course from CloudThat provides
candidates with instruction on VMware Cloud Foundation capabil-
ities and teaches them how to successfully plan, manage, deploy,
and operate hybrid and cloud infrastructures. Candidates taking
up this course also learn about the architecture of VMware Cloud
Foundation along with lessons on licensing, certificates, and
storage and network management. This course also covers topics
such as lifecycle management, workload domains, availability, and
troubleshooting.

By enrolling in our VMware Cloud Foundation: Planning, Manage-
ment, Operations [V4.3] training program, learners will acquire the
necessary skills and knowledge to pass the final exam successful-

ly. Candidates attending our training get access to the authored
curriculum and participate in engaging and interactive learning

sessions delivered by VMware-certified in-house trainers.




Product Alignment

« Product Alignment « VMware vSphere 7

« VMware Cloud Foundation 4.x « VMware NSX Data Center 3.x

Prerequisites

This class requires system administration experience with vSphere deployments and completion of the
following courses:

VMware vSphere: Install, Configure, Manage

VMware NSX-T Data Center: Install, Configure, Manage

VMware vSAN: Management and Operations

Objectives

Describe design implications of VMware Cloud Foundation standard or consolidated architecture

»

a Describe the VMware Cloud Foundation bring-up process and the VMware Cloud Foundation
architecture

Describe VMware Cloud Foundation multi-instance federation




Objectives

@) Use VMware Cloud Foundation SDDC Manager to perform operational tasks
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Want to make a career in virtualization? Move up the corporate
ladder with a list of VMware cloud certifications from CloudThat. Grab
up to 30% discount on any of our 45+ VMware certification courses.

Enroll Today!

Course Outline

Module 1: Course Introduction Module 2: Introduction to vRealize Operations

Topics - Introductions and course logistics Topics - pascribe the VMware Cloud

Course objectives Foundation solution

Describe VMware Cloud
Foundation architecture

- |dentify VMware Cloud
Foundation components

Describe VMware Cloud
Foundation topology

Define VMware Cloud
Foundation terminology
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https://leadforms.cloudthat.in/CT-VMware-Kubernetes-fundamentals-cluster
https://leadforms.cloudthat.in/CT-VMware-Kubernetes-fundamentals-cluster
https://leadforms.cloudthat.in/CT-VMware-Kubernetes-fundamentals-cluster

Course Outline

Module 3:

Day Zero Tasks

~-ldentify the requirements for deploying

VMware Cloud Foundation

~-ldentify management domain sizing

considerations
Identify workload domain sizing
considerations

~Detail design considerations for ESXi in

management and VI workload domains

~-Detail design considerations for vCenter in

management and VI workload domains

- Detail the VMware Cloud Foundation

bring-up process

-~ Identify information required for the

Planning and Preparation Workbook

- Identify information required for the

Deployment Parameter Workbook

- Describe how VMware Cloud Builder

automates the deployment process

- Explain how the Deployment Parameter

Workbook is imported into VMware Cloud
Builder

- Recognize the configuration validation

process performed by VMware Cloud Builde

- Detail the deployment of the management

domain

- Recognize the options to image a host

Identify the key capabilities of VIA

- Recognize how to use VIA for imaging the
ESXi Nodes

Topics

Module 5: Post Deployment Operations

Module 4: Post Deployment Operations

- Understand VMware Cloud Foundation

integration with VMware Single Sign-On

- Configure user access to VMware Cloud

Foundation

- Describe the importance of user roles in

vSphere

Configure identity sources in vSphere to
use with VMware Cloud Foundation

- Manage passwords in VMware Cloud

Foundation

- Explain the importance of using VMware

Cloud Foundation to manage passwords
for vSphere components

. Detail the best practices for password

management for VMware Cloud
Foundation

Retrieve and secure the password list
Describe the process for rotating

passwords not managed by VMware
Cloud Foundation

- Describe how to add license keys to the

VMware Cloud Foundation inventory

. - Describe how to view license keys in

SDDC Manager

. - Describe how to assign license keys

" - Describe how to remove license keys

Describe how to replace expiring
licenses




Course Outline

Module 6 : VMware Cloud Foundation Network-

ing with NSX-T

Topics

Describe NSX Management plane and Control

.. planes

- Detail design considerations for workload

domains with shared NSX Manager instances

- Detail design considerations for workload
- domains with dedicated NSX Manager instances
"~ Describe the spine-and-leaf design

~ Describe the addressing scheme for the under-

lay

~ Recognize possible variations of the spine-and-

leaf design

-~ Describe the multi-NIC design

Describe NSX Edge node design and BGP
peering with the physical network

- Describe cluster design and rack design

Explain dynamic routing with BGP
Explain virtual IP addressing

Describe logical switching

" Detail NSX Edge functions

Define application virtual networks

Describe management domain rack options

List NSX Edge cluster requirements for vSphere
with Tanzu

Discuss NSX Edge cluster placement
considerations

Describe NSX-T Data Center deployment in
VMware Cloud Foundation

Explain how logical routing works in NSX-T Data
Center

Identify NSX Edge functions

Describe data plane preparation for NSX-T Data
Center Edge nodes in a workload domain
Recognize Tier-0 and Tier-1 gateway topologies

Recognize features of NSX distributed firewalls
Describe the benefits of NSX Federation in

VMware Cloud Foundation

Identify NSX Federation Use Cases

Explain NSX Federation Components and Archi-
tecture

Discuss NSX Federation configuration basics

Module 7: Managing Workload Domains

Topics

- Define workload domains

- Detail design considerations for vSphere

networking in management and VI
workload domains

- Detail design considerations for storage in

management and VI workload domains

Recognize design choices for a
consolidated design or standard design

List the types of workload domains
State scale limits for workload domains

Identify use cases for multiple clusters in a
workload domain

List workload domain prerequisites
Explain how to create a workload domain

Describe how to scale a workload domain
Explain how to delete a workload domain

Describe host decommissioning

pammee e e



Course Outline

Module 08: Custom Dashboards

Topics

- Discuss the vSphere with Tanzu solution

Define the role of Spherelet

Describe the supervisor cluster control

- plane

Define vSphere with Tanzu namespaces
Describe the role of NSX-T networking

components

- Discuss vSphere with Tanzu networking

topology
Describe VMware Container Network-

ing with Antrea

- Describe control plane VM manage-

ment networking requirements

Plan appropriate IP address CIDR
ranges for pod, ingress, and egress
networking

Describe prerequisites for vSphere with
Tanzu cluster compatibility

Deploy vSphere with Kubernetes
Create a vSphere namespace
Configure limits and permissions for a
vSphere namespace

Enabling Harbor Image Registry

Module 09: VMware Cloud Foundation Storage
Managemen

Topics

Identify vSAN architecture and
components

Recognize storage options for VMware
Cloud Foundation

Recognize the supported storage op-
tions for each domain

Recognize the connectivity options for
supplemental storage

Explain why vSAN is the best option for

- VMware Cloud Foundation storage

Recognize vSAN design considerations
Identify sizing and performance consid-
erations that impact the storage design
Describe vSAN requirements for the
management and workload domains
Define deduplication and compression

Discuss how to scale VSAN clusters in

- VMware Cloud Foundation

Explain how storage policies work with

- VMware Cloud Foundation vSAN clus-

ters

Explain storage policy failure tolerance
rules

Identify a VM storage policy compliance
status

Relate storage policies to Kubernetes
storage classes

Describe persistent volumes

Monitor Cloud Native Storage in the

vSphere Client




Course Outline

Module 11: VMware Cloud Foundation

Module 10: Availability and Business Continuity Certificate Management

Topics

- |dentify steps in the SDDC
- Manager backup and restore

process

- Recognize the importance of

external service availability

- Describe native vSphere avail-
~ ability options

Identify steps in the NSX backup
and restore process

- ldentify stretched cluster use

cases

- ldentify stretched cluster com-

ponents

- Recognize stretched cluster

requirements in VMware Cloud
Foundation

- Prepare and deploy a vSAN
stretched cluster using APIs

Topics

- Describe public key infrastruc-
- ture (PKI)

Explain the purpose of certificate

- signing requests (CSRs)

List the available CA options in

- SDDC Manager
- Describe how to view certifi-

cates
Explain how to generate a CSR

- Describe how to replace and

install certificates for VMware

- Cloud Foundation components

List the available CA options in

-~ SDDC Manager

Explain how to configure the
Microsoft CA server

- Describe how to install certifi-

cates issued by the Microsoft CA
server

Explain how to add OpenSSL CA
in SDDC Manager

Describe how to install certifi-
cates issued by OpenSSL CA
Explain how to install certificates
issued by third-party CAs




Course Outline

Module 12: VMware Cloud Foundation Life
Cycle Management

Topics

- Describe Life Cycle Manage-
-~ ment

List products that you can up-

- grade using VMware Cloud

Foundation Lifecycle Manager

~ Describe the available options
- for online and offline bundle

download using VMware Cloud
Foundation

- Lifecycle Manager

Describe the role of vSphere

- Lifecycle Management in VM-

ware Cloud Foundation

- Describe vSphere Lifecycle

Manager Baseline-based and
Image-based Clusters

- Detail how and when to use

cluster images

Explain how to import a cluster
image

Explain how to extract a cluster
image

Describe the importance of
hardware support managers
Describe the upgrade prerequi-
sites

Outline the upgrade precheck

. process

Describe the order of upgrade
for VMware Cloud Foundation

.. components

Explain how to upgrade VMware
Cloud Foundation software and
components

Module 13: VMware Imaging Appliance

Topics

- Identify the requirements for
- starting a deployment

List the options to image a host

- |dentify the key capabilities of

the VMware Imaging Appliance

~ Explain how to use the VMware
- Imaging Appliance to image

hosts

Module 14: VMware Cloud Foundation

Multisite Instance Federation

Topics

- Recognize the benefits of the
-~ federation feature in VMware

Cloud Foundation

- Describe the federation feature

and multisite management

~ Recognize ways a federation
- helps manage resources and

provide visibility in a multi-in-
stance

implementation of VMware
Cloud Foundation

Describe how to create, join,
leave, and dismantle a federa-
tion

Recognize the design consider-
ations for a federation



Course Outline

Module 15: VMware Cloud Foundation Life Cycle Management

Topics . Explain how to perform checks and create log bundles with the SoS tool

List VMware Cloud Foundation services
. Identify VMware Cloud Foundation log files
- Describe the use of reference token IDs to troubleshoot failed workflows

Who Should Enroll for this Course?

vRealize Operations Cloud customers including experienced system administrators, system integrators,
and consultants responsible for designing, implementing, and customizing vRealize Operations.




About CloudThat

CloudThat is the first company in India to offer Cloud Training & Consulting services for mid-market &

enterprise clients from across the globe. Since our inception in 2012, we have trained over 500K+ IT
professionals from fortune 500 companies on technologies such cloud, Artificial Intelligence, Machine
Learning, loT, OpenStack, OpenShift, DevOps, MongoDB, Big Data and more.

Through sheer dedication and excellence in the field of cloud training, CloudThat has recently being
recognized as VMware Authorized Training Reseller. In addition, CloudThat is a proud Microsoft Gold
Partner, AWS Advanced Consulting Partner, Google Cloud Platform Partner, and Databricks Partner.
Recently, we have won the Microsoft Asia Superstar Campaign for India-2021 for being a global leader in

providing cloud training and consultancy services with exemplary track record.

Our Success Track

10+ Years 100+ 28+

of Experience Corporates served countries catered
500K+ 200+ 350+
Professionals trained Projects delivered Cloud certifications

To know more about our VMware certification training, email at sales@cloudthat.com or
call us at +918880002200.




