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Networking Essentials for Cloud
Applications on AWS

Course description

The Networking Essentials for Cloud Applications on AWS course provides a
comprehensive understanding of networking concepts and services within the Amazon
Web Services (AWS) cloud environment. Designed for novice and experienced
networking engineers, this course covers essential topics, best practices, and hands-on
labs. Its purpose is to equip learners with the knowledge and skills that are required to
design, configure, and optimize network infrastructure on AWS.

* Course level: Intermediate

* Duration: 1 day

Activities

This course includes presentations, demonstrations, knowledge checks, and three
hands-on labs that revolve around a use case story.

Course objectives

In this course, you will learn to:

- Design a networking infrastructure for a scalable production application, considering
design trade-offs between different networking services.

- Configure networking services for a highly available, resilient, and scalable
application.

* Implement the networking infrastructure according to evolving business
requirements.




* Implement networking best practices to align towards AWS Well-Architected
Framework.

Intended audience

This course is intended for:

* Newly hired cloud engineers
* On-premises IT engineers

* Cloud architects

* Cloud engineers

* Network engineers

Prerequisites

We recommend that attendees of this course have:

* Basic knowledge of networking concepts

* Basic knowledge of AWS services

« AWS Technical Essentials or Cloud Practitioner Essentials

Course outline

Module 0: Course Introduction
* Introductions

* Course overview

« Use case introduction

Module 1: Networking on AWS

* IP addressing

« Amazon Virtual Private Cloud (Amazon VPC) fundamentals
* Subnets

» Amazon VPC IP Address Manager (IPAM)

« Elastic Network Interfaces

« Elastic IP addressing

* Route table

* Internet and NAT gateways

* Basic traffic filtering mechanisms for a VPC
- Knowledge check

Module 2: Load Balancing and Scaling on AWS
» Elastic Load Balancing (ELB)



« Cross-zone load balancing

» Auto Scaling group (ASG) basics

« Knowledge check

* Use case part one

« Hands-on lab: Building a Multi-Availability Zone VPC Architecture

Module 3: VPC Interconnectivity and Content Delivery

* VPC interconnectivity

* VPC peering

* VPC Transit Gateway

* VPC endpoints

* Edge locations

* AWS Global Accelerator

+ Knowledge check

* Use case part two

- Hands-on lab: Accelerating Performance with Amazon CloudFront

Module 4: High Availability with Amazon Route 53
« Amazon Route 53

+ Knowledge check

* Use case part three

« Hands-on lab: Achieving Fault Tolerance and Global Traffic Optimization

Module 5: Course Wrap-Up
* Course reflection

* Use case labs recap

* Use case conclusion

* Course feedback survey
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About CloudThat

Established in 2012, CloudThat is an award-winning company and the first in India to offer cloud training
and consulting services for individuals and enterprises worldwide. Recently, it won Google Cloud’s New
Training Partner of the Year Award for 2025, becoming the first company in the world in 2025 to hold
awards from all three major cloud giants: AWS, Microsoft, and Google. CloudThat notably won consecu-
tive AWS Training Partner of the Year (APJ) awards in 2023 and 2024 and the Microsoft Training Services
Partner of the Year Award in 2024, bringing its total award count to an impressive 12 awards in the last 8

years.

CloudThat specializes in Cloud Migration, Data Platforms, DevOps, loT, and cutting-edge technologies

like Gen Al & Al/ML. As a Microsoft Solutions Partner, AWS Premier Tier Training Partner, Google Cloud
Platform Partner, and collaborator with leading organizations like HPE, Oracle, Nvidia and Databricks,
CloudThat has trained over 850,000 professionals across 600+ cloud certifications, empowering students

and professionals worldwide to advance their skills and careers.

To know more about our cloud certification training, email at sales@cloudthat.com or
call us at +91-8880002200 or +1-8555588830 for those from outside India.



