
Course Level:  
Beginner 

The Microsoft 365 Mobility and Security certification training 
course from CloudThat offers candidates proper training and
relevant study material to prepare and successfully clear the
MS-101 exam. This course covers three central elements of
Microsoft 365 enterprise administration – Microsoft 365 security 
management, Microsoft 365 compliance management, and
Microsoft 365 device management.  

In Microsoft 365 security management, candidates will examine 
all the common types of threat vectors and data breaches facing 
organizations today, and they will learn how Microsoft 365’s
security solutions address these security threats. 

Course Duration:
Days

Course Overview:

EXAM MS-101:
MICROSOFT 365 MOBILITY 
AND SECURITY



Prerequisites

Objectives 

1. Completed a role-based administrator course such as Messaging, Teamwork, Security and Com-
pliance, or Collaboration. 

2. A proficient understanding of DNS and basic functional experience with Microsoft 365 services. 
3. A proficient understanding of general IT practices. 

Device management 

Microsoft365 security metrics 

Data loss prevention 

Device enrolment 

Threat protection with Microsoft Cloud App security 

Information protection 

Security reports and alerts 

Device Compliance 

Threat protection with Microsoft Defender 

Information governance 

Windows 10 deployment 

Search and Investigation 



Course Outline
Module 1: Introduction to Microsoft 365 Security Metrics 

Module 2: Managing Your Microsoft 365 Security Services 

Lessons:
• Threat Vectors and Data Breaches 
• The Zero Trust Model 
• Security Solutions in Microsoft 365 
• Introduction to Microsoft Secure Score 
• Privileged Identity Management 
• Introduction to Azure Active Directory Identity Protection 

Lessons:
• Introduction to Exchange Online Protection 
• Introduction to Advanced Threat Protection 
• Managing Safe Attachments

Hands-On: Tenant Setup and PIM
• Initialize your Microsoft 365 Tenant 
• PIM Resource Workflows 

Attend Any 5 AWS Certification Trainings at the cost of 2 with AWS 
Mastery Pass!

Enroll Today!

https://www.cloudthat.com/training/aws-mastery-pass?utm_source=CourseOutlinePDF&utm_medium=CourseOutlinePDF&utm_campaign=CourseOutlinePDF


Module 3: Microsoft 365 Threat Intelligence 

Module 4: Introduction to Data Governance in Microsoft 365 

Lessons:
• Overview of Microsoft 365 Threat Intelligence 
• Using the Security Dashboard 
• Configuring Advanced Threat Analytics 
• Implementing Your Cloud Application Security 

Lessons:
• Introduction to Archiving in Microsoft 365 
• Introduction to Retention in Microsoft 365 

• Managing Safe Links 
• Monitoring and Reports 

Hands-On: Manage Microsoft 365 Security Services 
• Implement a Safe Attachments policy 
• Implement a Safe Links policy 

Hands-On: Implement Threat Intelligence
• Conduct a Spear Phishing attack using the Attack Simulator 
• Conduct Password attacks using the Attack Simulator 
• Prepare for Alert Policies 
• Implement a Mailbox Permission Alert 
• Implement a SharePoint Permission Alert 
• Test the Default eDiscovery Alert 



Module 5: Archiving and Retention in Microsoft 365 

Module 6: Implementing Data Governance in Microsoft 365 Intelligence 

• Introduction to Information Rights Management 
• Introduction to Secure Multipurpose Internet Mail Extension 
• Introduction to Office 365 Message Encryption 
• Introduction to Data Loss Prevention 

Lessons:
• In-Place Records Management in SharePoint 
• Archiving and Retention in Exchange 
• Retention Policies in the SCC

Lessons:
• Evaluating Your Compliance Readiness 
• Implementing Compliance Center Solutions 
• Building Ethical Walls in Exchange Online 
• Creating a Simple DLP Policy from a Built-in Template 
• Creating a Custom DLP Policy 

Hands-On: Implement Message Encryption and IRM 
• Configure Microsoft 365 Message Encryption 
• Validate Information Rights Management

Hands-On: Implement Archiving and Retention  
• Initialize Compliance 
• Configure Retention Tags and Policies 



Module 7: Managing Data Governance in Microsoft 365 

Module 8: Managing Search and Investigations 

• Creating a DLP Policy to Protect Documents 
• Working with Policy Tips 

Lessons:
• Managing Retention in Email 
• Troubleshooting Data Governance 
• Implementing Azure Information Protection 
• Implementing Advanced Features of AIP 
• Implementing Windows Information Protection

Hands-On: Implement AIP and WIP
• Implement Azure Information Protection 
• Implement Windows Information Protection 

Lessons:
• Searching for Content in the Security and Compliance Center 
• Auditing Log Investigations 
• Managing Advanced eDiscovery 

Hands-On: Implement DLP Policies   
• Manage DLP Policies 
• Test MRM and DLP Policies 



Module 9: Planning for Device Management 

Module 10: Planning Your Windows 10 Deployment Strategy 

Hands-On: Manage Search and Investigations 
• Implement a Data Subject Request 
• Investigate Your Microsoft 365 Data 

Lessons:
• Introduction to Co-management 
• Preparing Your Windows 10 Devices for Co-management 
• Transitioning from Configuration Manager to Intune 
• Introduction to Microsoft Store for Business 
• Planning for Mobile Application Management

Lessons:
• Windows 10 Deployment Scenarios 
• Implementing and Managing Windows Autopilot 
• Planning Your Windows 10 Subscription Activation Strategy 
• Resolving Windows 10 Upgrade Errors 
• Introduction to Windows Analytics 

Hands-On: Implement the Microsoft Store for Business
• Configure the Microsoft Store for Business 
• Manage the Microsoft Store for Business



This Microsoft MS-101 certification course is designed for persons who are aspiring to the 
Microsoft 365 Enterprise Admin role and have completed one of the Microsoft 365 role-based
administrator certification paths. 

Who Should Attend 

Module 11: Implementing Mobile Device Management 

Lessons:
• Planning Mobile Device Management 
• Deploying Mobile Device Management 
• Enrolling Devices to MDM 
• Managing Device Compliance 

Hands-On: Manage Devices with Intune
• Enable Device Management 
• Configure Azure AD for Intune 
• Create Intune Policies 
• Enroll a Windows 10 Device 
• Manage and Monitor a Device in Intune 



CloudThat is the first company in India to offer Cloud Training & Consulting services for mid-market &
enterprise clients from across the globe. Since our inception in 2012, we have trained over 500K IT
professionals from fortune 500 companies on technologies such as Microsoft Azure, Amazon Web
Services, VMware, Artificial Intelligence, Machine Learning, Google Cloud, IoT, Dynamics 365, Power
Platform, Power BI, HPE AI, DevOps, Big Data, Kubernetes, Terraform and more.

With expertise in all the major Cloud platforms, CloudThat is a proud Microsoft Gold Partner, AWS
Authorized Training Partner, VMware Authorized Training Reseller, Google Cloud Platform Partner and HPE
Learning Partner. Through sheer dedication and commitment towards customer excellence, we have been
the winner of the Microsoft Asia Superstar Campaign for India – 2021 as well as recognized as the winner
of Microsoft Learning Partner of the Year 2021 Finalist award. Recently, we have been recognized as the
Microsoft 2022 Partner of the Year Finalist - Learning Award. 

To know more about our VMware certification training, email at sales@cloudthat.com or  
call us at +918880002200. 

About CloudThat  

Our Success Track

11+ Years 
of Experience

650K+ 
Professionals trained

100+ 
Corporates served

300+ 
Projects delivered

28+
countries catered 

500+ 
Cloud certifications


