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AZ-1008 Administer Active Directory Domain
Services

Course description

This course is designed for IT professionals who want to develop and validate their
skills in administering Active Directory Domain Services (AD DS) in Windows Server
environments. Participants will learn how to deploy and manage domain controllers,
configure Active Directory objects, implement and manage Group Policy, administer
replication and operations masters, secure user accounts, and manage authentication.
The course also covers Active Directory Certificate Services (AD CS), Organizational
Units (OUs), delegation, and Active Directory sites and services, enabling
administrators to effectively manage both on-premises and hybrid identity.

Activities
This course includes presentations, demonstrations, and Labs.

Course objectives

In this course, you will learn to:
e Deploy and manage Active Directory Domain Services domain controllers
e Create and manage Active Directory objects
e Create and configure Group Policy Objects in Active Directory
e Manage security in Active Directory




Intended audience

This Applied Skills course is intended for those who plan to explore Active Directory Domain Services and get to
learn the benefits of hybrid identity management on Azure platform.

The learners will have opportunities to understand the topology of domain controllers within an Active Directory
environment and get the flow of deploying, managing, and migrating a domain controller between servers. They will
also get a deeper understanding of how active directory objects are managed and how the group object policies are
applied on various objects within the active directory.

Prerequisites for the AZ-305 Exam Course

Knowledge of and experience working with:

e Windows Server.
e Core networking technologies.

e Basic PowerShell or Windows administration tools for managing server environments.

Course outline

Modulel Deploy and manage Active Directory Domain Services domain controllers
e Define Active Directory Domain Services.
e Define Active Directory Domain Services forests and domains.
e Deploy Active Directory Domain Services domain controllers.
e Migrate a domain controller to a new site.
e Manage Active Directory Domain Services operations masters.

Lab — In this lab, you will go through the major steps of creating, configuring, and maintaining a
domain controller. You also could promote a domain controller.

Module 2 Create and manage Active Directory objects
e Define users, groups, and computers.
o Define organizational units.
e Manage objects and their properties in Active Directory.
o Create objects in Active Directory.
o Configure objects in Active Directory.
e Perform bulk management tasks for user accounts.
e Maintain Active Directory Domain Services domain controllers.

Lab — Promote a server to domain controller, transfer a FSMO role to the new domain controller,
create a site, and add a subnet to the site.

Module 3 Create and configure Group Policy Objects in Active Directory
e Define Group Policy Objects.
o Implement Group Policy Object scope and inheritance.
e Define domain-based Group Policy Objects.



e Create and configure a domain-based Group Policy Object.
e Configure a domain password policy.
o Configure and apply a fine-grained password policy.

Lab -Create, configure, and apply Group Policy objects
» Update the domain password policy.
» Create a fine-grained password policy.
= Assign the FGPP to a group.
= Assign members to the group the FGPP was assigned to.

Module 4 Manage security in Active Directory
e Configure user account rights.
o Configure user account rights to restrict access.
o Delegate permissions in Active Directory.
e Protect User Accounts with the Protected Users group.
e Describe Windows Defender Credential Guard.
e Block Windows NTLM authentication
e Windows NTLM authentication.
e Locate problematic accounts.

Lab - Configure settings related to security including disabling NTLM authentication for domain
accounts, auditing account management activity, and denying log on as a service for members of
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About CloudThat

Established in 2012, CloudThat is an award-winning company and the first in India to offer cloud training
and consulting services for individuals and enterprises worldwide. Recently, it won Google Cloud’s New
Training Partner of the Year Award for 2025, becoming the first company in the world in 2025 to hold
awards from all three major cloud giants: AWS, Microsoft, and Google. CloudThat notably won consecu-
tive AWS Training Partner of the Year (APJ) awards in 2023 and 2024 and the Microsoft Training Services
Partner of the Year Award in 2024, bringing its total award count to an impressive 12 awards in the last 8

years.

CloudThat specializes in Cloud Migration, Data Platforms, DevOps, loT, and cutting-edge technologies

like Gen Al & Al/ML. As a Microsoft Solutions Partner, AWS Premier Tier Training Partner, Google Cloud
Platform Partner, and collaborator with leading organizations like HPE, Oracle, Nvidia and Databricks,
CloudThat has trained over 850,000 professionals across 600+ cloud certifications, empowering students

and professionals worldwide to advance their skills and careers.

To know more about our cloud certification training, email at sales@cloudthat.com or
call us at +91-8880002200 or +1-8555588830 for those from outside India.



